DEPARTMENT OF THE ARMY
31ST MILITARY POLICE DETACHMENT (CID)
1000th MP BN (CID), 3d MILITARY POLICE GROUP (CID)
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
2745 KENTUCKY AVENUE
FORT CAMPBELL, KENTUCKY 42223-5638

REPLY TO
ATTENTION OF

CIRC-CFC 9 September 2005
MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Criminal Information Bulletin (CIB) concerning a method of Identity Theft by direct
telephone contact. CIB 0649-2005-CID033.

1. This CIB was generated to inform Commanders of the 101st Airborne Division (ASSLT) and
Fort Campbell, of a method known as “Jury Duty Scam” being used by identity thieves to
deceive victims into revealing their personal information.

2. The Scammer calls the residence or office number of the Victim and identifies themselves as
an officer or employee of the local court or jurisdiction. The Scammer announces to the Victim,
that he/she has failed to report for jury duty, and that a bench warrant was issued against them for
their arrest. The Victim’s reaction is one of shock and surprise which places them at an
immediate disadvantage, and much more susceptible to the scam. The Victim will rightly deny
knowledge of any such claim; that no Jury Duty notification was ever received.

3. The Scammer shifts into high gear, reassuring the Victim of the possibility this is all “‘just a
misunderstanding” or “some sort of clerical error” that can all be straightened up on the phone.
All they need to do is “verify” their information with a few simple questions. Any reluctance on
the Victim’s part and the Scammer will threaten that the failure to provide the information will
result in an immediate execution of the arrest warrant. The Scammer obtains names, Social
Security Numbers, dates of birth, and will solicit credit card or bank account numbers claiming
these will be used by their credit bureau to “verify” the Victim’ s identity. Family members
who receive these calls are especially vulnerable to coercion. Threats against the Sponsor’s
military career, should he/she be arrested and now have a criminal record, are frightening and
persuasive.

4. Soldiers, Civilian Employees, and their adult family members must be made aware of this
threat to their personal information and identities. Legitimate court employees will never call to
solicit information, and would send any official notifications by standard mail delivery. Any
person receiving such calls should record the Scammer’s phone number (if Caller ID is available)
and immediately report the contact to Military Police authorities.
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5. POC for the 31st MP DET (CID) is CW3 Patrick R, PIERCE, Special Agent in Charge, at
Comm (270) 798-4575, or, the undersigned at Comm (270) 798-6851.

Gl

GS07/DA
- Investigative Operations Assistant
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